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(O Background and Motivation

Web browser privacy tools (WBPTs) are widespread but often
misunderstood, potentially doing more harm than good. Although
these tools provide some protections, they lack effective controls
for platform and server-side privacy on social media. Discrepancies
between users' privacy intentions and outcomes often stem from
misconfigurations. This project proposes a design experiment to
explore and compare how automation and social nudging can
support decision-making about social media privacy settings, with
a particular focus on the interaction between agency and trust.

Research questions:
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1. How reassured are people with assigning their
trust on what privacy tools claim to do?

2. How can designers balance ease and convenience
with empowering individuals to make meaningful
decisions on social media privacy settings?
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&y A Survey of the Social Media Privacy Tools

Past and existing social media privacy tools are automation-based:
they scan platforms and provide suggestions for users to enact on.
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Study Design

Meetro Eﬁﬁances Privacy Protections in
Wake of Security Breach

/ The incident is likely related to a
recent data breach that impacted
37 million customers.
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Explore prototype

Task objectives
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@ PrivaGuard version April 12, 2024 X @ Most voted discussions from the community X
Highlights in this version:
» Recommendations for Meetro's new privacy updates . = : -
- Adjusted recommendations based on Meetro's new privacy policy HIMPORTANT!! The information sharing settings are...
O They turned on ALL 3 of the information sharing settings! Not sure if
B #1: Posts preferences changed /? all of them were there before, but | personally don't want any of my

Meetro changed your Pests preferences, now Everyone can see information to be shared. It's better to just turn it all off.

your past and future posts. Use this recommendation to change

them back to Friends only. April 11, 2024 by meriam_tkr
Automation Social Nudge

“l understand the decisions | made... | feel in control of my actions...”

Post-test questionnaire to measure constructs

Repeat experiment with the remaining condition

(1] Preliminary Results

Automation Social Nudge

Clarity of decision-making

Agency and sense of control

Trust towards the tool

Willingness to adopt the tool

@® Observations and Reflections

People initially trust the information presented in the
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automation tool, but have doubts when asked about it later.

With both experiments done, social nudges are deem more
credible than automation and helps with understanding.

People may care about privacy, but does that attitude
necessarily reflect their privacy setting preferences?

Do display language and emotional attachment to the platform
influence how people manage their privacy settings?

» Future Directions

A tighter study design and a larger sample are required to better
understand how people enact their agency with WBPTs.
Next steps: fine-tune the prototype and expand the project scope.



